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Risk has gone Digital 

• As more of a company’s assets have moved to digital 
information (documents, financial accounts, products and 
services) the threat to computer systems has increased 

• Operations of most businesses has an internet aspect (e.g. 
social media for marketing, websites for sales, etc.) 

• Every employee is plugged in 
– Many sit at computers most of the day 
– Many have access to company documents and records – often far 

more than the one’s they use for work 
– Others use social media to discuss the employer from home 

• Globalization has added new challenges 
– Compliance with a very different European privacy system 
– Protection from an aggressive attempt to steal US trade secrets 

from Asia 
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Legal Practice has gone Digital 

• Most law firms have websites 
• Many law firms promote through TV, radio, 

internet ads, blogs and social media 
• Most (if not all) lawyers communicate with clients 

using email [most of which is not encrypted] 
• Law firms struggle to keep up 

– Document retention policies rather than data 
retention policies 

– Little or no training of the lawyers or non-legal staff 
– Few discussions with clients about the risk 

management of secure data 
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Navigating through the Cloud 
 
 
 
 

“[A]ll this vagueness and variation arise from the fact that 
the whole thing began in fancy and in dreaming; and that 
there are no rules of architecture for a castle in the 
clouds.”  
 - G.K. CHESTERTON, THE EVERLASTING MAN 64 (1925) 



The Ethics 20/20 Commission 

• The ABA Commission on Ethics 20/20 was created in 2009 and charged 
with performing a thorough review of the ABA Model Rules of Professional 
Conduct and the U.S. system of lawyer regulation in the context of 
advances in technology and global legal practice developments. 
 

• Members of the commission include judges, law professors who specialize 
in legal ethics, practitioners (including former ABA, state bar and local bar 
presidents), and liaison members from the ABA Board of Governors, 
Center for Professional Responsibility, Task Force on International Trade in 
Legal Services, Standing Committee on Ethics and Professional 
Responsibility, and Young Lawyers Division. 
 

• Co-chair Gorelick is a partner at Wilmer Cutler Pickering Hale and Dorr in 
Washington, D.C. Co-chair Traynor, of Berkeley, Calif., is a past president of 
the American Law Institute and currently chairs the institute’s council. 
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The Ethics 20/20 Commission 

• In 2009, The American Bar Association created the Ethics 20/20 
Commission to “perform a thorough review of the ABA Model Rules 
of Professional Conduct [(“MRPC”)] and the U.S. system of lawyer 
regulation in the context of advances in technology and global legal 
practice developments.”   
 

• The Commission held hearings and developed draft statements 
regarding a number of topics, including the effect of technology on 
a lawyer’s duty of confidentiality and client development.    
 

• The Commission has distributed its recommendations and solicited 
final comments through April 2, 2012. (Nothing since has been 
released on this topics.)  Final hearings were held April 13-14, 2012 
and the Commission will be releasing the final versions of these 
proposals for approval at the August 2012 ABA Annual Meeting. 
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Commission’s Recommended Changes 

• Technology (Confidentiality)  

• Technology (Client Development) 

• Outsourcing, and Uniformity/Mobility (including 
Model Rule 5.5 and Practice Pending Admission) 

• Admission by Motion, and  

• Model Rule 1.6 (Duty of Confidentiality).  
• As of April 14, 2012 the Commission determined not to 

recommend changes to the prohibition on non-lawyer 
ownership of law firms (e.g. the DC rule). 
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Recommendations in Context 

• The Ethics 20/20 proposal part of a broader wave of technological 
compliance requirements, including 
– Mandatory data breach notification laws in 49 jurisdictions 
– SEC Guidance on risk disclosures for publicly traded companies 
– Growth of HIPAA/HITECH Act for entities holding health care documents 
– Expanded reach regarding personal information in financial records 

under GLB Act 
– Increased scrutiny of international compliance under the US/EU safe 

harbor, Canada’ Personal Information Protection and Electronic 
Documents Act (PIPEDA)  

 
• The growth of regulation affects law firms 

– Confirms that data held by law firms is governed by rules beyond the 
ethics laws 

– Provides best practices for data protection, security and confidentiality 
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MPRC Rule 1.1 

• The Commission has embraced the importance of technological change as 
fundamental to the practice of law. The Commission recommends a 
revision to MRPC Rule 1.1,  Comment 6 as follows: 
– [6] To maintain the requisite knowledge and skill, a lawyer should keep abreast 

of changes in the law and its practice, including the benefits and risks 
associated with technology, engage in continuing study and education and 
comply with all continuing legal education requirements to which the lawyer is 
subject.   

• In making this duty explicit, it has raised the stakes regarding the ongoing 
duty of law firms to address the technological mediation of their services 
directly.  
– At a minimum, this duty attaches to the operation of a law firm’s own practice. 

In the case of client confidentiality, this duty is explicitly addressed in the 
proposed amendment to MRPC Rule 1.6.   

– The duty, however, could be read much more broadly. MRPC Rule 1.1, 
particularly as amended, “arguably requires lawyers and law firms to make 
reasonable efforts to recognize the risks inherent in a new communications 
technology and to advise the client accordingly.” 
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MPRC Rule 1.1 

• Where does 
technology 
affect other 
practice areas? 

 

• What isn’t 
covered? 
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MPRC Rule 1.6(c) 

• Rule 1.6 Confidentiality of Information 
(a) A lawyer shall not reveal information relating to the 
representation of a client unless the client gives 
informed consent, the disclosure is impliedly authorized 
in order to carry out the representation or the disclosure 
is permitted by paragraph  

(b). … 

 (c)  A lawyer shall make reasonable efforts to prevent 
the inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the 
representation of a client.  
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MPRC Rule 1.6(c) 

• Proposed new ABA Model Rule 1.6(c) 
– Proposed new Model Rule 1.6(c) would make clear that a 

lawyer has an ethical duty to take reasonable measures to 
protect a client’s confidential information from unintended 
disclosure and unauthorized access. 

–  This duty is already implicit in Model Rule 1.6 and is 
described in several existing Comments 

– Comments being accepted until Nov.  30th 

• Changes to Model Rule 1.0 require the ability to 
technologically “screen” an attorney in the firm from 
access to files that would trigger the conflict of 
interest. 
– This includes the technical ability to do so 
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Rule 1.6 Implications 

• The Commission has adopted a “reasonable efforts” standard to 
apply to the lawyer’s duty.  Precisely which administrative, 
technical, and physical safeguards will be required for a client’s 
information will vary from situation to situation.  

• Comment [16] provides more information on the standard but 
provides little guidance.  Instead, it identifies some of the factors 
that would dictate heightened security, such as the sensitivity of the 
data and the likelihood the data could be the target for 
unauthorized access. 

• There are a number of common technologies that a law firm should 
address when determining its base-line technology risk. It can then 
adjust those standards to provide heightened protection when the 
nature of the information warrants additional protection.  

• These include client communications through email, social media 
and web portals as well as data storage both onsite and remotely.  
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Rule 1.6 Implications 

• Reasonable efforts to prevent the unintended disclosure of, or unauthorized 
access to, information relating to the representation of a client an ongoing 
duty 

– Factors to be considered in determining the reasonableness of the lawyer’s efforts 
include the sensitivity of the information, the likelihood of disclosure if additional 
safeguards are not employed, the cost of employing additional safeguards, the 
difficulty of implementing the safeguards, and the extent to which the safeguards 
adversely affect the lawyer’s ability to represent clients (e.g., by making a device or 
important piece of software excessively difficult to use).  

– A client may require the lawyer to implement special security measures not 
required by this Rule or may give informed consent to forego security measures 
that would otherwise be required by this Rule.  

– Whether a lawyer may be required to take additional steps to safeguard a client’s 
information in order to comply with other law, such as state and federal laws that 
govern data privacy or that impose notification requirements upon the loss of, or 
unauthorized access to, electronic information, is beyond the scope of these Rules. 
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Comparison to FTC Safeguard Rules 

• FTC Safeguards Rule that outlines the steps needed to protect customer information.  
• The Safeguards Rule requires companies to develop a written information security 

plan that describes their program to protect customer information. The plan must be 
appropriate to the company’s size and complexity, the nature and scope of its 
activities, and the sensitivity of the customer information it handles.  

• As part of its plan, each company must: 
– designate one or more employees to coordinate its information security 

program; 
– identify and assess the risks to customer information in each relevant area of the 

company’s operation, and evaluate the effectiveness of the current safeguards 
for controlling these risks; 

– design and implement a safeguards program, and regularly monitor and test it; 
– select service providers that can maintain appropriate safeguards, make sure 

your contract requires them to maintain safeguards, and oversee their handling 
of customer information; and 

– evaluate and adjust the program in light of relevant circumstances, including 
changes in the firm’s business or operations, or the results of security testing and 
monitoring.  
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FTC Safeguards Rule for GLBA compliance 

• The Safeguards Rule requires companies to develop a 
written information security plan that describes their 
program to protect customer information 
– The plan must be appropriate to the company’s size and 

complexity, the nature and scope of its activities, and the 
sensitivity of the customer information it handles 

• These requirements provide a comprehensive set of 
obligations  
– employee selection 
– supervision and training 
– physical security of data 
– encryption and authentication protocols 
– notification steps 
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Reminders for Lawyers 

• Consumer products are not secure 
– Google Docs, gmail, etc. give Google non-exclusive rights in the content 
– Since 1999, the ABA recognized that legal protections of unencrypted email 

are sufficient to permit its use, unless there is a heightened particular risk 
– 2008 NY ethics opinion found the computer-mediated review of email did not 

destroy confidentiality, but it raises questions and should be avoided 
– Dropbox is great for non-confidential documents, but does not encrypt in 

transfer (only in storage) – so a targeted company may be vulnerable 
– The appropriate standards are flexible, based on the size of the practice, the 

nature of the practice and known risks 
– Once full encryption is available, is it reasonable to still use unencrypted 

document storage or even e-mail communications? 
 

• Check the service level agreement 
– Google Apps for Business doesn’t give away rights 
– Only Premier edition of Google Apps for Business has commercial level 

security 
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Reminders for Lawyers 

• An attorney can also trigger an inadvertent disclosure from 
a lack of understanding about the tools being used.  
– Metadata associated with documents shared publicly may 

disclose client identity and access to a document by 
particular individuals. 

– Lawyers who use Twitter or Facebook for private 
communications may not realize when these tools are 
posting to non-private sites.   

– Some smart-phone apps capture and disclose information 
publicly, that when read in conjunction with other 
information, could result in inadvertent disclosure such as 
geo-location data. 

– “Reply all” buttons are notorious for embarrassment or 
worse. 
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Lawyers have other confidential data 

• Increasingly, ethics opinions (AZ, NJ, NY, PA) are supporting lawyers’ moves 
to cloud computing 
– Lawyers must stay abreast of technology 
– Lawyers must protect files from destruction (so off-site store is a must, at a 

minimum) 
– “[Lawyers] must take reasonable affirmative steps to guard against the risk of 

inadvertent disclosure by others who are working under the attorney’s 
supervision” 

– “Lawyers must always act reasonably in choosing to use e-mail for confidential 
communications” 

– Arizona: “lawyer may provide clients with an online file storage and retrieval 
system that clients may access, provided lawyer takes reasonable precautions 
to protect security and confidentiality and lawyer periodically reviews security 
measures as technology advances over time to ensure that the confidentiality 
of client information remains reasonably protected.” 

• State laws cover social security numbers, drivers licenses, and other 
sensitive data 
– Demands of encryption, physical safeguards, and technical safeguards all apply 
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Ethics in Informatics:  
   

  
New SEC Guidance 
  



Introduction 

• Securities and Exchange Commission (“SEC”) has recognized the 
same principle with regard to securities disclosure.  

• The SEC stated increased concern about the legal and accounting 
professions as well as among the registrants for greater guidance on 
the issues associated with digital risks and cybersecurity.   

• In response, the SEC Division of Corporation Finance published a 
guidance paper (“Cybersecurity Guidance”) expressing its “views 
regarding disclosure obligations relating to cybersecurity risks and 
cyber incidents.”   

• Although the Cybersecurity Guidance does not constitute either 
statutory law or binding interpretation, it nonetheless has 
significant authority in determining the likely interpretation of the 
underlying statutes and regulations. 
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What Should be Disclosed 

• As with any securities disclosure, the information 
which must be disclosed is that which is material, 
meaning “risks and events that a reasonable 
investor would consider important to an 
investment decision.”   

• The Division of Corporate Finance recognized that 
“[a]lthough no existing disclosure requirement 
explicitly refers to cybersecurity risks and cyber 
incidents, a number of disclosure requirements 
may impose an obligation on registrants to 
disclose such risks and incidents.”  
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What Should be Disclosed 

• The nature of the review requires only that “[r]egistrants 
should disclose the risk of cyber incidents if these issues are 
among the most significant factors that make an 
investment in the company speculative or risky.” 

• Companies filing 10-K disclosures are beginning to illustrate 
what can constitute effective disclosure.  
– KBR, Inc.’s risk factors section mentions that failure or disruption 

of their IT systems could disrupt or decrease performance with 
litigation contingencies clearly delineated.  

– Supermedia Inc. states that breaches of cyber/data security 
measures such as loss of confidential or proprietary data could 
materially and adversely affect their reputation. 

• Most seem to be restating the generalities from prior years 
without significant new disclosure.  
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What Should be Disclosed 

• Depending on the registrant’s particular facts and 
circumstances, and to the extent material, appropriate 
disclosures may include:  
– Discussion of aspects of the registrant’s business or operations 

that give rise to material cybersecurity risks and the potential 
costs and consequences;  

– To the extent the registrant outsources functions that have 
material cybersecurity risks, description of those functions and 
how the registrant addresses those risks;  

– Description of cyber incidents experienced by the registrant that 
are individually, or in the aggregate, material, including a 
description of the costs and other consequences;  

– Risks related to cyber incidents that may remain undetected for 
an extended period; and  

– Description of relevant insurance coverage. 
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Absence Could Lead to Material Omission 

• The Cybersecurity Guidance also notes that the 
absence of cyberscurity disclosure could make 
other disclosure misleading as a result of the 
omissions.  

• The Cybersecurity Guidance therefore concludes 
that registrants and their counsel should, “as with 
other operational and financial risks, registrants 
should review, on an ongoing basis, the adequacy 
of their disclosure relating to cybersecurity risks 
and cyber incidents.”  
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What is Being Disclosed 

• Why has the guidance resulted in such little 
change in the documents? 

– The Guidance was confirming the growing practice 
that had already developed 

– The Guidance is not yet being taken seriously 

– The Guidance will primarily affect those 
companies that have suffered significant financial 
loss from cybersecurity attacks, and there are few 
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How the Rules Interact 

• Does MRPC Rule 1.1,  Comment 6 incorporate 
by reference all the other technology laws and 
rules? 

– [6] To maintain the requisite knowledge and skill, 
a lawyer should keep abreast of changes in the 
law and its practice, including the benefits and 
risks associated with technology, engage in 
continuing study and education and comply with 
all continuing legal education requirements to 
which the lawyer is subject.   
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How the Rules Interact 

• Duty of the lawyer: 
– Duty to stay abreast of technological change 

– Duty to stay current in the law 

– Duty to stay current in the practice of law 

• So what does “including the benefits and risks 
associated with technology” modify? 
– Technology in the practice of law 

– Law as mediated by technology (e.g. laws, 
regulations, etc. that have meaning or context 
because of their technological aspect) 
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How the Rules Interact 

• Some areas of the law have moved to high 
tech practices 

– Critical national infrastructue 

– Health care 

– Financial services (from banks to car dealerships) 

– International trade 

– Tax 

– Intellectual property  
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How the Rules Extend to Lawyers 

• Can a lawyer pretext? Generally no, so a lawyer cannot lie (or omit 
her position as opposing counsel) to friend someone on Facebook 

• Can a lawyer friend an opposing party? Not if the party is 
represented by counsel 

• Can the parties communicate without the lawyers? Can the lawyers 
really stop them. 

• Should a judge friend lawyers?  
– Most say yes – most also solicit cash donations for political campaigns 
– Not selectively; not on the eve of trial 

• Can a lawyer blog? Yes, it just cannot be misleading 
– To be accurate, it must include proper attribution 
– The blog shouldn’t create a false impression about the firm or its 

expertise 

• Can a lawyer maintain a separate personal from professional 
presence on the web? No – so only present oneself professionally 
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How the Rules Extend to Lawyers 

• MRPC Rule 7.2 (Advertising) 
– Text of rule remains unchanged 
– Old electronic communication continues to adapt to internet 

• Comment [5] deleted “channeling professional work” 
– [5] Lawyers are not permitted to pay others for channeling 

professional work recommending the lawyer’s services. A 
communication contains a recommendation if it endorses or 
vouches for a lawyer’s credentials, abilities, competence, 
character, or other professional qualities.  
• Lawyer can pay for materials, ads, etc. 
• Lawyer can pay employees and vendors 
• Only cannot pay former clients, etc. to promote 

• A “like” is not barred. Promoting by paying for it is seemly 
allowed (since t-shirts and photos aren’t recommendations) 
but it remains an unclear line. 
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Lawyer Advertising 

• Groupon found acceptable 
– The revised comments permit pay-per-lead services 
– Payment for lead generation services, such as a “pay-per-

click” and “pay-per-lead” services, are permissible” 
provided they do not constitute a recommendation 

– The payment structure used for hosting these ads should 
not create an inference of endorsement by the advertiser 
or the site on which it appears 

– The content of banner ads and payment systems must still 
avoid any question of endorsement 

• FTC Guidelines are somewhat stricter 
– Any consideration for a mention (whether it amounts to an 

endorsement or not) requires disclosure of the payment 
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ABA eTechnology survey (by Aviva Cuyler) 

• Total Attorneys: This is a full-service 
practice management system that offers 
direct client portal functionality, with easy 
communication, document transmission, 
and collaboration functions for lawyers 
and their clients and anyone associated 
with the matter. Permissions for 
authorized access can be set for each. 
Currently, it is still in beta as an upgrade 
from its original platform, VLOTech. 
 

• DirectLaw: The platform is built around 
their ClientSpace application, enabling 
attorney-client interaction and delivery of 
legal services online via a secure client 
portal. 
 

• Clio: Clio’s communication component is 
called Clio Connect, a secure web-based 
client portal, allowing Clio users to share 
information and collaborate with clients 
through an online interface employing 
bank-grade security. 

 

• Advologiz: A practice management system 
built on a Force.com platform, it enables 
you to send email from AdvologixPM, log 
email from any email system using your 
own tracking key, or fully and completely 
integrate with Microsoft Outlook, Google 
Apps, and Gmail, bringing all email 
sources within its security parameters. 
 

• MyCase: Titling itself “social practice 
management,” MyCase has the ability to 
create a group, comprised of attorneys, 
clients, necessary staff, and any others 
involved in the case (i.e., expert 
witnesses), for the matter. The platform 
enables anyone in the group to 
communicate each and every action in the 
case to other applicable group members, 
all residing on Amazon’s E2 platform and 
utilizing bank-grade data security. 
 

• PBWorks: PBWorks has created a legal 
edition that includes a “legal client 
extranet” in which you set up a shared 
workspace for each client to collaborate 
on legal strategy, scheduling, and 
document sharing. 
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Approach to Third Party Service Agreements 

• The duty to meet applicable 
regulatory guidelines as a covered 
entity or third party recipient of data. 

• The duty to utilize best practices to 
assure data privacy, security and 
integrity. 

• The duty to report any data security 
breach and meet applicable state and 
federal notification obligations. 

• The duty and practices to manage 
vendor personnel in a manner that 
restricts access to stored information 
from non-essential personnel, to 
train its personnel to meet data 
privacy and security practices, and to 
immediately cut-off access to former 
employees. 

 

• The obligations to physically secure 
the information, by controlling 
physical access to computers, servers 
and equipment. 

• Meaningful indemnification 
provisions and the financial ability to 
meet such obligations. 

• Restrictions on exploitation of 
aggregate data analysis and metadata 
analysis. 

• The aggregation of services by large 
vendors creates opportunities to 
track and study the data flow. Even if 
done on an aggregate basis, however, 
the use of health care or customer 
financial data may not be authorized 
and should be contractually 
restricted. 
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The details: Service Level Agreement checklist 

• Security and Specification of the minimum 
regulations governing the parties 
– Wrap in ongoing changes to state law, federal 

law and regulations, and applicable industry 
standards 

– Specify location of data; physical security 

• Privacy & Confidential information 
– Broader than regulated data 
– Be specific; don’t call it all confidential if it 

isn’t 

• Service documentation 
– Specify the types and timing of reports 
– SOCS2, operating procedures and supporting 

documentation covering contingency plans, 
Disaster Recovery and Pandemic Plan 

– Executive summaries of all vulnerability 
assessments and penetration tests actually 
conducted by Company and Company 
response plan. 

• Service levels 
– Uptime/downtime guarantees 
– Operational guarantees 

• Reps and Warranties 
 

• Property of the parties 
– Data owned by client 
– APIs and software owned by vendor 

• Change Events 
– Acquisition, merger, de-acquisition, 

bankruptcy of each party 
– Movement of data outside U.S. 
– Change to laws and regulations 

• Limitations by Vendor 
– Third party equipment and services 
– Exclusions of every representation and 

warranty 
– Liability caps 

• Cross Indemnification 
• Events of Default 

– Expected technical responses 
– Remedies regarding inability to provide 

technical response 
– Failure to pay; conflict over response 

• Termination 
– Triggers 
– Post-termination obligation before closure 
– Post-termination obligations 
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The details: Service Level Agreement checklist 

These issues are likely client 
concerns rather than legal concerns 
• Data Sources 

– Log data, Configuration data,  
– Performance data such as network 

traffic, data flow and CPU 
utilization  

– Vulnerability data across network 
devices and hosts and network 
traffic pattern data 

• Compliance Support 
– End-to-end encryption may not be 

sufficient (We’re blind so we’re 
compliant may not be sufficient) 

– Doesn’t provide reporting or other 
tools and cannot work in SaaS 

 

• Analytics 
– Business should learn from the 

data: who is using the platform, 
where are the client’s customers 
dropping out, what trends are 
available 

– Dashboards, network reports, etc. 

• Reporting 
– Data Management 
– Compression, encryption, archival 

services 

• Scalability 
– Architecture 
– Performance 
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