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The practice of law has largely gone digital in the past decade. Remote access to one’s 

office, reliance on smart phones to share data, email and social media to communicate with 

clients, and other emerging technologies to conduct overseas cloud-based outsourcing or operate 

virtual law offices have transformed the mechanics of practicing law. 

 

The American Bar Association’s Commission on Ethics 20/20 is examining technology’s 

impact on the legal profession. In proposals recommended for adoption this year, the 

Commission proposes adoption of a new Rule 1.6(c) which would require that a “lawyer shall 

make reasonable efforts to prevent the unintended disclosure of, or unauthorized access to, 

information relating to the representation of a client.” While this duty has existed under the prior 

rules, the modifications make clear that this affirmative duty extends to data privacy, security 

and reliability. 

 

These proposals also address issues of screening electronic information accessible to a 

law firm assure that confidential information known by a personally disqualified lawyer remains 

protected from inappropriate access by other attorneys; an affirmative duty to “keep abreast of 

changes in the law and its practice, including the benefits and risks associated with technology;” 

and many others. 

 

Not to be outdone, the Corporate Finance Division of the Securities and Exchange 

Commission has taken steps of its own to require greater awareness, disclosure and reporting of 

issues relating to technological knowledge held by a company – including its lawyers. The 

guidance identifies that “a number of disclosure requirements may impose an obligation on 

registrants to disclose such risks and incidents. In addition, material information regarding 

cybersecurity risks and cyber incidents is required to be disclosed when necessary in order to 
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make other required disclosures, in light of the circumstances under which they are made, not 

misleading.” Lawyers drafting these disclosures – and lawyers dealing with the risk assessment 

for their clients – as well as regarding their own practices – have an increasingly external 

standard of care and responsibility to meet the cyber-risks inherent in the modern digital practice 

of law. 

 

While it is likely that many of the revised Rules of Professional will be adopted, the changes 

primarily codify the existing duty to maintain a lawyer’s ongoing duty to remain competent. 

These materials are intended to assist with that effort by providing an update to the ethical rules 

and the technologies at the heart of these changes. 

Part I – Codifying and Reinventing: Ethics Rules Require Technological Competency 

In 2009, The American Bar Association created the Ethics 20/20 Commission 

(“Commission”) to “perform a thorough review of the ABA Model Rules of Professional 

Conduct [(“MRPC”)] and the U.S. system of lawyer regulation in the context of advances in 

technology and global legal practice developments.”
1
 The Commission held hearings and 

developed draft statements regarding a number of topics, including the effect of technology on a 

lawyer’s duty of confidentiality and client development.
2
   

The Commission has distributed its recommendations and solicited final comments through 

April 2, 2012. Final hearings were held April 13-14, 2012 and the Commission will be releasing 

the final versions of these proposals for approval at the August 2012 ABA Annual Meeting. 

MPRC Rule 1.1 

The Commission has embraced the importance of technological change as fundamental to the 

practice of law. The Commission recommends a revision to MRPC Rule 1.1,
3
 Comment 6 as 

follows: 

[6] To maintain the requisite knowledge and skill, a lawyer should keep 

abreast of changes in the law and its practice, including the benefits and risks 

associated with technology, engage in continuing study and education and comply 

with all continuing legal education requirements to which the lawyer is subject.
4
  

                                                 
1
 ABA Center for Professional Responsibility, 

http://www.americanbar.org/groups/professional_responsibility/aba_commission_on_ethics_20_20.html (last visited 

April 22, 2012). 
2
 ABA Comm'n on Ethics 20/20, Memo of February 21, 2012, available at  

http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120221_ethics_20_20_circulation_cove

r_memo_revised_august_2012_proposals_for_comment.pdf html. 
3
 MODEL RULES OF PROF'L CONDUCT R. 1.1 (2007) (“A lawyer shall provide competent representation to a 

client. Competent representation requires the legal knowledge, skill, thoroughness and preparation reasonably 

necessary for the representation.”). 
4
 ABA COMM'N ON ETHICS 20/20, REVISED DRAFT RESOLUTIONS FOR COMMENT —TECHNOLOGY AND 

CONFIDENTIALITY, 5 Feb. 21, 2012, available at 

http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120221_ethics_20_20_revised_draft_re

solution_and_report_technology_and_confidentiality_posting_final.pdf. (hereinafter COMM’N CONFIDENTIALITY 

RECOMMENDATION). 
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In making this duty explicit, it has raised the stakes regarding the ongoing duty of law firms 

to address the technological mediation of their services directly. At a minimum, this duty 

attaches to the operation of a law firm’s own practice. In the case of client confidentiality, this 

duty is explicitly addressed in the proposed amendment to MRPC Rule 1.6.
5
 The duty, however, 

could be read much more broadly. MRPC Rule 1.1, particularly as amended, “arguably requires 

lawyers and law firms to make reasonable efforts to recognize the risks inherent in a new 

communications technology and to advise the client accordingly.”
6
 Professor Hughes and Mr. 

Trope point to technological shifts such as digital exportation under the Export Administration 

Act and the International Traffic in Arms Regulations, both of which would make certain digital 

distributions criminal.
7
 A lawyer advising clients on commercial transactions involving exports, 

for example, should be prepared to advise a client on compliance with these legal obligations. 

The Commission Report affirms the assumption that the duty to stay technologically abreast 

of legal changes is part of MPRC Rule 1.1 and remains unchanged by the amendment. 

Comment [6] already encompasses an obligation to remain aware of changes 

in technology that affect law practice, but the Commission concluded that the 

addition of the phrase “including the benefits and risks associated with 

technology” would offer greater clarity regarding a lawyer’s obligations in this 

area and emphasize the importance of technology to modern law practice. The 

proposed amendment does not impose any new obligations on lawyers. Rather, 

the amendment is intended to emphasize that a lawyer should remain aware of 

technology, including the benefits and risks associated with it, as part of a 

lawyer’s general ethical duty to remain competent.
8
 

The effect of the amendment to MPRC Rule 1.1 should be to highlight the importance of the 

change to throughout the profession. For example, the effect of digital communication and the 

importance of cybersecurity on critical infrastructure at the personal, corporate and national 

level
9
 have made these issues material across all industries and heightened lawyers’ duty to 

understand their implications. The duty to address material cybersecurity risks in a company’s 

SEC filings,
10

 as discussed below, reflects one of the more explicit acknowledgements of this 

ongoing duty and reflects an additional category of knowledge that practicing attorneys must 

now address. 

Taken in this context, another of the proposed changes to MRPC 1.1 highlights the 

technological impact of software on attorney screens designed to protect information from one 

                                                 
5
 Id. at 8.  

6
 Roland L. Trope & Sarah Jane Hughes, Contemporary Issues in Cyberlaw: Red Skies in the Morning - 

Professional Ethics at The Dawn of Cloud Computing, 38 WM. MITCHELL L. REV. 111, 137-38 (2011) (discussing 

the duty implicit in MRPC 1.1 prior to the proposed revision). 
7
 Id. at 138. See also Steven C. Bennett, Ethics of Lawyer Social Networking, 73 ALB. L. REV. 113, 118 (2009).  

8
 COMM’N CONFIDENTIALITY RECOMMENDATION, supra note 4 at 16. 

9
 See generally BLUEPRINT FOR A SECURE CYBER FUTURE, DEPARTMENT OF HOMELAND SECURITY Nov. 2011 

(critical infrastructure means “Systems and assets, whether physical or virtual, so vital to the United States that the 

incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic 

security, national public health or safety, or any combination of those matters. (42 U.S.C. §5195)”). 
10

 See U.S. Securities and Exchange Comm'n, Division of Corporation Finance, CF Disclosure Guidance: Topic 

No. 2 Cybersecurity (Oct. 13, 2011), http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm, infra 

note 45 and accompanying text (hereinafter Cybersecurity Guidance). For the text of the Cybersecurity Guidance  

release, see Appendix A. 
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attorney as being imputed to other members of the firm. Specifically, “the Commission 

concluded that technology has raised new issues for law firms that employ screens pursuant to 

Model Rules 1.10, 1.11, 1.12, and 1.18.”
11

 The Commission recommends redefining Comment 

[9] interpreting the definition of “screen” to delete the word “materials” in place of “information, 

including information in electronic form.”
12

 Again, this is largely a prophylactic change to make 

explicit the meaning of an already broad term. Nonetheless, it emphasizes the very practical 

issues that access to the files on a shared computer drive take a good deal more planning to 

screen from unauthorized access than do the files sitting in one’s office or locked filing cabinets. 

The Commission’s use of the phrase “the benefits and risks associated with technology” may 

also serve to highlight the role of the lawyer’s advice. The duty is not to become technologically 

savvy so much as to understand the impact technologies will have on a client’s activities and the 

activities of the law firm. Many lawyers will understand this emphasis to be a welcome 

distinction because it allows them to avoid learning particular technologies or skills. At the same 

time, however, it creates a much larger obligation to anticipate how a particular technology will 

be assessed under law, regulation and legal duty (contractual or otherwise). As such, the scope of 

the duty will continue to expand at a pace even faster than that of the technology itself.  

MRPC Rule 1.6(c). 

The Commission’s proposed revision to MRPC Rule 1.6 also reflects an assumption that the 

rule is not being changed but rather recodified. Nonetheless, the influence of technology has 

required an entirely new black letter provision in 1.6. 

Rule 1.6 Confidentiality of Information 

(a) A lawyer shall not reveal information relating to the representation of a client 

unless the client gives informed consent, the disclosure is impliedly authorized in 

order to carry out the representation or the disclosure is permitted by paragraph 

(b). … 

 (c) A lawyer shall make reasonable efforts to prevent the inadvertent or 

unauthorized disclosure of, or unauthorized access to, information relating to the 

representation of a client.
13

  

The language of 1.6(c) extends the duty of confidentiality from a passive duty not to reveal 

information into an active obligation to protect information from unauthorized access and 

disclosure. The Commission’s comments reflect this change to the black letter text of the rule, 

but highlight that this duty had previously been identified in the comments. 

Currently, Model Rule 1.6(a) states that a lawyer has a duty not to reveal a 

client’s confidential information, except for the circumstances described in Model 

Rule 1.6(b).  The Rule, however, does not indicate what ethical obligations 

lawyers have to prevent such a revelation.  Although this obligation is described 

in Comments [16] and [17], the Commission concluded that technology has made 

                                                 
11

 COMM’N CONFIDENTIALITY RECOMMENDATION, supra note 4 at 14. 
12

 Id. 
13

 Id. at 8. 
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this duty sufficiently important that it should be elevated to black letter status in 

the form of the proposed Model Rule 1.6(c).
14

  

The Commission has adopted a “reasonable efforts” standard to apply to the lawyer’s duty.
15

 

Precisely which administrative, technical, and physical safeguards will be required for a client’s 

information will vary from situation to situation. Comment [16] provides more information on 

the standard but provides little guidance.
16

 Instead, it identifies some of the factors that would 

dictate heightened security, such as the sensitivity of the data and the likelihood the data could be 

the target for unauthorized access. 

There are a number of common technologies that a law firm should address when 

determining its base-line technology risk. It can then adjust those standards to provide 

heightened protection when the nature of the information warrants additional protection. These 

include client communications through email, social media and web portals as well as data 

storage both onsite and remotely.
17

  

Of the various technologies, the increased role of cloud computing provides both the most 

promise and the most confusion. Services such as Dropbox, Box.net, Mozy, Spideroak, 

SugarSync, and Filesanywhere are a few of the services providing specialized document storage, 

but at the enterprise level, this field includes Google, AT&T, EMC, Amazon, IBM and other 

major providers. In some cases, these companies merely store files at a remote location; others 

synchronize the remotely stored data; while others provide software and full functionality from 

the remote locations to enable the user to have substantially unlimited access to both content and 

service. “Cloud computing services are not a unitary product but rather a continuum of services 

which businesses are able to access on an as-needed basis.”
18

 

                                                 
14

 Id. at 17. 
15

 Id. (“Rule 1.6(c) is intended to make clear that lawyers have an ethical obligation to make reasonable efforts 

to prevent these types of disclosures, such as by using reasonably available administrative, technical, and physical 

safeguards.”). 
16

 MODEL RULES OF PROF'L CONDUCT R.  Rule 1.6(c) comm’t [16] provides: 

[16] Paragraph (c) requires a A lawyer must to act competently to safeguard information relating 

to the representation of a client against unauthorized access by third parties and against inadvertent 

or unauthorized disclosure by the lawyer or other persons or entities who are participating in the 

representation of the client or who are subject to the lawyer’s supervision or monitoring. See 

Rules 1.1, 5.1 and 5.3.  The unauthorized access to, or the inadvertent or unauthorized disclosure 

of, confidential information does not constitute a violation of paragraph (c) if the lawyer has made 

reasonable efforts to prevent the access or disclosure.  Factors to be considered in determining the 

reasonableness of the lawyer’s efforts include the sensitivity of the information, the likelihood of 

disclosure if additional safeguards are not employed, the cost of employing additional safeguards, 

the difficulty of implementing the safeguards, and the extent to which the safeguards adversely 

affect the lawyer’s ability to represent clients (e.g., by making a device or important piece of 

software excessively difficult to use). A client may require the lawyer to implement special 

security measures not required by this Rule or may give informed consent to forego security 

measures that would otherwise be required by this Rule.  Whether a lawyer may be required to 

take additional steps to safeguard a client’s information in order to comply with other law, such as 

state and federal laws that govern data privacy or that impose notification requirements upon the 

loss of, or unauthorized access to, electronic information, is beyond the scope of these Rules.   
17

 This cannot necessarily be a comprehensive list, but identifies some of the most common issues that arise. 
18

 Int’l Bus. Machines Corp. v. Visentin, 31 I.E.R. Cas. (BNA) 1586 (S.D.N.Y. Feb. 16, 2011). 
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If cloud computing seems rather vague and ill-defined, that is because it is.
19

 “[A]ll this 

vagueness and variation arise from the fact that the whole thing began in fancy and in dreaming; 

and that there are no rules of architecture for a castle in the clouds.”
20

 NIST has attempted to add 

some structural definitions upon which to begin placing the scaffolding of a common cloud 

nomenclature.
21

 “Cloud computing is a model for enabling convenient, on-demand network 

access to a shared pool of configurable computing resources (e.g. networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction.”
22

 

The cloud services all incorporate the essential characteristics of (i) on-demand, self-serve 

access; (ii) broad network access that agnostically accepts all devices – including computers, 

laptops, smart phones, game consoles and other network-enabled devises; (iii) resource pooling; 

(iv) rapid elasticity or scalability; and (v) measured service optimization so that “usage can be 

monitored, controlled, and reported, providing transparency for both the provider and consumer 

of the utilized service.”
23

 Among the services most relevant to law firms are those designated as 

“Cloud Software as a Service” (“SaaS”), meaning “the consumer is to use the provider’s 

applications running on a cloud infrastructure. The applications are accessible from various 

client devices through a thin client interface such as a web browser (e.g., web-based email).”
24

 

More robust models can also include the cloud platform or the cloud infrastructure as a service.
25

 

Because of the corollary duties created by MRPC Rule 1.1, law firms have a duty to 

understand the legal benefits and risks associated with technology related to their client’s data as 

well as the duty under MRPC Rule 1.6(c) to protect any of that duty over which the firm has 

access or custody. One possible strategy, therefore, would be for law firms to look to the 

standards being applied in the financial services sector for guidance on how to handle data. 

Companies involved in financial services transactions 
26

 have a number of obligations 

regarding customer information under the Gramm-Leach-Bliley Act of 1998.
27

 Focusing on 

                                                 
19

 See, e.g., Mathias Thurman, Security Manager's Journal: Giving cloud storage the ax, COMPUTERWORLD, 

June 6, 2011, http://www.computerworld.com/s/article/356811/Cloud_Storage_Gets_the_Ax?taxonomyId=17. 
20

 G.K. CHESTERTON, THE EVERLASTING MAN 64 (1925). 
21

 Peter Mell & Timothy Grance, The NIST Definition of Cloud Computing 2 (Nat’l Inst. Stand. & Tech., NIST 

Special Publication 800-145 (Draft), Jan. 2011), available at http://csrc.nist.gov/publications/drafts/800-145/Draft-

SP-800-145_cloud-definition.pdf (“Cloud computing is a model for enabling ubiquitous, convenient, on-demand 

network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, 

and services) that can be rapidly provisioned and released with minimal management effort or service provider 

interaction.”). 
22

 Id. 
23

 Id. 
24

 CLOUD SECURITY ALLIANCE, SECURITY GUIDANCE FOR CRITICAL AREAS OF FOCUS IN CLOUD COMPUTING 15-

16 (Dec. 2009), https://cloudsecurityalliance.org/csaguide.pdf (“The consumer does not manage or control the 

underlying cloud infrastructure including network, servers, operating systems, storage, or even individual 

application capabilities, with the possible exception of limited user-specific application configuration settings.” 

(quoting Mell & Grance, supra note 21 at 2)). 
25

 Id. at 15-16. 
26

 See 16 C.F.R. 313.3(k)(2) (2003); R. Bradley McMahon, Note: After Billions Spent to Comply With HIPAA 

And GLBA Privacy Provisions, Why is Identity Theft the Most Prevalent Crime in America?, 49 VILL. L. REV. 625, 

634-635 (2004) (“Financial institutions under the Act include everything from real estate appraisers to automobile 

dealerships.”). 
27

 Gramm-Leach-Bliley Act, Pub. L. No. 106-102, Title V, §§ 501-527, 113 Stat. 1338 (1999) (financial 

services). 
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cloud computing issues, regulators have created the FTC Safeguards Rule that outlines the steps 

needed to protect customer information.
28

 

The Safeguards Rule requires companies to develop a written information security 

plan that describes their program to protect customer information. The plan must 

be appropriate to the company’s size and complexity, the nature and scope of its 

activities, and the sensitivity of the customer information it handles. As part of its 

plan, each company must: 

• designate one or more employees to coordinate its information security 

program; 

• identify and assess the risks to customer information in each relevant area 

of the company’s operation, and evaluate the effectiveness of the current 

safeguards for controlling these risks; 

• design and implement a safeguards program, and regularly monitor and test 

it; 

• select service providers that can maintain appropriate safeguards, make sure 

your contract requires them to maintain safeguards, and oversee their 

handling of customer information; and 

• evaluate and adjust the program in light of relevant circumstances, 

including changes in the firm’s business or operations, or the results of 

security testing and monitoring.
29

 

These requirements provide a comprehensive set of obligations to manage employee 

selection, supervision and training, physical security of data, encryption and authentication 

protocols, and notification steps. These requirement have no specific prohibition or endorsement 

of cloud computing or SaaS protocols. Instead, the adoption of any SaaS or other service must 

meet the same standards as the typical third-party agreement with outside vendors. 

Applying the FTC Safeguards Rules as a tool for law firm guidance on its data security will 

enable the firm to more readily negotiate protocols with vendors because the vendors already 

have experience implementing these standards. Law firms with access to even more secure data, 

such as health data protected by HIPAA,
30

 should abide by the existing industry standards for 

such data even if the law firm is not directly covered by the statutes or regulations. 

The good news is that NIST suggests “[m]any cloud providers meet standards for operational 

compliance and certification in areas like healthcare ….”
31

 “HIPAA requires both technical and 

physical safeguards for controlling access to data, which may create compliance issues for some 

                                                 
28

 See, e.g. FTC Safeguards Rule, 16 C.F.R. pt. 314 (2010) (implementing GLB Act §§ 501(b), 505(b)(2), 15 

U.S.C. §§ 6801(b), 6805(b)(2)). 
29

 FTC Facts for Business, Financial Institutions and Customer Information: Complying with the Safeguards 

Rule, FTC (Apr. 2006), http://business.ftc.gov/documents/bus54-financial-institutions-and-customer-information-

complying-safeguards-rule.pdf. 
30

 Health Insurance Portability and Accountability Act of 1996 (HIPAA), Pub. L. No. 104-191, 110 Stat. 1936 

(codified at 29 U.S.C. §§ 1181-1182 (Supp. III 1997)); Health Information Technology for Economic and Clinical 

Health Act of 2009, Pub. L. No. 111-5, 123 Stat. 226 (codified at 42 U.S.C. § 17932). See also U.S. Dep’t of Health 

& Human Servs., Standards for Electronic Transaction, Final Rule 65 Fed. Reg. 50312-72 (codified at 45 C.F.R. Pts. 

160 & 162 (privacy regulations adopted by the Secretary of Health and Human Services)). 
31

 WAYNE JANSEN & TIMOTHY GRANCE, GUIDELINES ON SECURITY AND PRIVACY IN PUBLIC CLOUD 

COMPUTING, NIST DRAFT SPECIAL PUBLICATION 800-144, 8 (Jan. 2011). 
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cloud providers.”
32

 SaaS services that meet these stringent administrative, technical, and physical 

safeguards should suffice for data of the same type (or that requiring less security) residing with 

the law firm. 

At the same time, there is no such thing as infallible security. The level of security may be 

appropriate to negotiate with the client as part of the initial retainer agreement. The client may 

find that heightened security measures tend to decrease convenience and increase time and cost, 

but for critical national infrastructure or for highly critical trade secrets, the firm should make 

these trade-offs explicit and in conjunction with the client. If the consequences of a data breach 

would potentially destroy the client or threaten broader national security interests, then the data 

should not be on any computer system connected to the Internet. 

Although it is a difficult fact for vendors, clients, customers, and lawyers to 

accept, if data needs to be kept secure and safe from unauthorized access (as 

needed to protect trade secrets, privacy of personally identifiable data, safeguards 

for nuclear power plants, national security information, etc.), then such data 

should not be accessible from the Internet and should be kept "air gapped" from 

the Internet. Otherwise, it is probably only a matter of time before it will be 

compromised, often without the owner's or custodian's knowledge.
33

 

Creating a method for managing air gapped data is increasingly important because law firms 

have become the targets of choice for engaging corporate espionage.
34

 Mary Galligan, head of 

the FBI cyber division in New York explained that “[a]s financial institutions in New York City 

and the world become stronger, a hacker can hit a law firm and it’s a much, much easier 

quarry….”
35

 Unplugging from the Internet is certainly not a requirement for most clients. If the 

data implicates critical national infrastructure, however, or otherwise runs a high risk of attacks 

and a highly destructive effect if the information is compromised, then such steps may be 

necessary. As in all other situations, reasonableness is a matter of degree. 

Beyond the technical measures, law firms must recognize the human factor side of the risk. 

The discussion on cloud computing and data security emphasizes the risk of access without 

authority. But human error is also significant in data breach. “[I]nformation can be inadvertently 

disclosed, such as when an email is sent to the wrong person.”
36

 Information can also “be 

disclosed when employees or other personnel release it without authority, such as when an 

employee posts confidential information on the Internet.”
37

 

Captured under the comments as the “administrative” measures, the Commission is alluding 

to the duty to manage oneself and one’s employees and agents to assure that everyone with 

access to confidential information remains trustworthy and diligent. Law firms, for example, 

                                                 
32

 Id. at 16. The NIST Guidance recognizes the similarities with GLBA obligations as well. 
33

 Trope & Hughes, supra note 6 at 172-73. 
34

 Michael A. Riley & Sophia Pearson, China-Based Hackers Target Law Firms to Get Secret Deal Data, 

BLOOMBERG BUSINESSWEEK, Feb. 8, 2012, 9:30am at http://www.businessweek.com/news/2012-02-08/china-based-

hackers-target-law-firms-to-get-secret-deal-data.html. 
35

 Id.  
36

 COMM’N CONFIDENTIALITY RECOMMENDATION, supra note 4 at 17. 
37

 Id.  
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might consider disabling the “reply all” button to assure that each recipient of an email is an 

intended recipient.
38

  

An attorney can also trigger an inadvertent disclosure from a lack of understanding about the 

tools being used. Attorneys who are unaware of the metadata in word processing documents may 

inadvertently leave confidential client information in the metadata associated with documents 

shared publicly.
39

 Lawyers who use Twitter or Facebook for private communications may not 

realize when these tools are posting to non-private sites.
40

 Even if the information is not read by 

most of the general public, if the information is shared on public tools, it may be read by 

inappropriate third parties.
41

 Moreover, the making the information available could be sufficient 

to destroy attorney-client confidentiality.
42

 Even some smart-phone apps capture and disclose 

information publicly, that when read in conjunction with other information, could result in 

inadvertent disclosure. To take an extreme example, an attorney’s geo-location data – captured 

on Facebook or Foursquare – could be combined with other information to disclose the target of 

a corporate acquisition target or future lawsuit.
43

 

                                                 
38

 Disabling the reply all function should certainly be done for anyone who has confused the reply and reply all 

functions more than once. 
39

 See id. rule 4.4(b) cmt [2]. The proposed amendment to the comments makes explicit the duty to the recipient 

of inadvertently disclosed information and implicitly recognizes the increasing problem faced by attorneys making 

inadvertent disclosure. 

[2] Paragraph (b) recognizes that lawyers sometimes receive a documents or electronically 

stored information that were was mistakenly sent or produced by opposing parties or their lawyers. 

A document or electronically stored information is inadvertently sent when it is accidentally 

transmitted to an unintended recipient, such as when an email or letter is misaddressed or when a 

document or electronically stored information is accidentally included in discovery. If a lawyer 

knows or reasonably should know that such a document or electronically stored information was 

sent inadvertently, then this Rule requires the lawyer to promptly notify the sender in order to 

permit that person to take protective measures. Whether the lawyer is required to take additional 

steps, such as returning the document or electronically stored information original document, is a 

matter of law beyond the scope of these Rules, as is the question of whether the privileged status 

of a document or electronically stored information has been waived. Similarly, this Rule does not 

address the legal duties of a lawyer who receives a document or electronically stored information 

that the lawyer knows or reasonably should know may have been wrongfully inappropriately 

obtained by the sending person. For purposes of this Rule, ‘‘document or electronically stored 

information’’ includes, in addition to paper documents, email and other forms of electronically 

stored information, including embedded data (commonly referred to as “metadata”), that is email 

or other electronic modes of transmission subject to being read or put into readable form. Receipt 

of electronic information containing “metadata” does not, by itself, mean that the information was 

inadvertently sent.   

See also ABA Comm. on Prof’l Ethics, Formal Op. 06-442 (2006) (regarding the recipient attorney’s duty 

regarding metadata). 
40

 See, e.g., Nisha Chittal, How to decide what can be published, what’s private on Twitter and Facebook, 

POYNTER, Mar. 29, 2012 10:49 am at http://www.poynter.org/latest-news/making-sense-of-news/167704/how-to-

decide-what-can-be-published-whats-private-on-twitter-and-facebook/.  
41

 Bennett, supra note 7 at 118 (“Social networking presents many new ways for lawyers to reveal client 

information, sometimes inadvertently.”). 
42

 Louise L. Hill, Emerging Technology and Client Confidentiality: How Changing Technology Brings Ethical 

Dilemmas, 16 B.U. J. SCI. & TECH. L. 1, 7-8 (2010). 
43

 Michael E. Lackey Jr. & Joseph P. Minta, Lawyers and Social Media: The Legal Ethics of Tweeting, 

Facebooking and Blogging, TOURO L. REV. 149, 155 (2012) (“Photo-sharing sites can host photos that accidentally 

display confidential information such as evidence, trial materials, or personnel locations, while geo-mapping sites 
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Such duty to think about how information may inadvertently be shared extends beyond the 

particular lawyer to everyone associated with the attorney and firm. The Commission intends the 

rule to reinforce the duty for the lawyer to manage each person and vendor associated with the 

access and distribution of confidential information. As the Commission’s report notes: 

The idea of explaining a lawyer’s duty to safeguard information within the black 

letter of the Rule is not new.  The proposed Model Rule 1.6(c) builds on a similar 

provision in New York, which itself has its roots in DR 4-101(D) of the old 

Model Code of Professional Responsibility.  DR 4-101(D) had provided as 

follows: “(D) A lawyer shall exercise reasonable care to prevent his employees, 

associates, and others whose services are utilized by him from disclosing or using 

confidences or secrets of a client, except that a lawyer may reveal the information 

allowed by DR 4-101(C) through an employee.”
44

 

Although technically not a change in the ethics rules, the adoption of the Commission’s 

recommendations should usher in an expectation of better protection of client data from 

technological intrusion and better safeguards from human error and misconduct. The black letter 

nature of the rules will reinforce the duty of lawyer’s to protect this information and to act 

responsibly. 

Part II –  From Securing to Disclosing: SEC Guidance and Affirmative Duties for the 

Ethical Lawyer 

In much the same way the Ethics 20/20 Commission determined that the increased reliance 

on technologically mediated communication required the ABA to make the implicit duties 

explicit, the Securities and Exchange Commission (“SEC”) has recognized the same principle 

with regard to securities disclosure. The SEC stated increased concern about the legal and 

accounting professions as well as among the registrants for greater guidance on the issues 

associated with digital risks and cybersecurity.
45

  

In response, the SEC Division of Corporation Finance published a guidance paper 

(“Cybersecurity Guidance”) expressing its “views regarding disclosure obligations relating to 

cybersecurity risks and cyber incidents.”
46

 Although the Cybersecurity Guidance does not 

constitute either statutory law or binding interpretation, it nonetheless has significant authority in 

determining the likely interpretation of the underlying statutes and regulations. 

As with any securities disclosure, the information which must be disclosed is that which is 

material, meaning “risks and events that a reasonable investor would consider important to an 

                                                                                                                                                             
like Foursquare that publish users' location information could permit lawyers to reveal information such as a current 

investigatory trip or meeting.”). 
44

 COMM’N CONFIDENTIALITY RECOMMENDATION, supra note 4 at 17. 
45

 Cybersecurity Guidance, supra note 10 at 1. (“Recently, there has been increased focus by registrants and 

members of the legal and accounting professions on how these risks and their related impact on the operations of a 

registrant should be described within the framework of the disclosure obligations imposed by the federal securities 

laws.”). 
46

 Id. 
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investment decision.”
47

 The Division of Corporate Finance recognized that “[a]lthough no 

existing disclosure requirement explicitly refers to cybersecurity risks and cyber incidents, a 

number of disclosure requirements may impose an obligation on registrants to disclose such risks 

and incidents.”  

The Cybersecurity Guidance also notes that the absence of cyberscurity disclosure could 

make other disclosure misleading as a result of the omissions. The Cybersecurity Guidance 

therefore concludes that registrants and their counsel should, “as with other operational and 

financial risks, registrants should review, on an ongoing basis, the adequacy of their disclosure 

relating to cybersecurity risks and cyber incidents.”
48

 

Companies filing 10-K disclosures are beginning to illustrate what can constitute effective 

disclosure. “KBR, Inc.’s risk factors section mentions that failure or disruption of their IT 

systems could disrupt or decrease performance with litigation contingencies clearly delineated. 

Supermedia Inc. states that breaches of cyber/data security measures such as loss of confidential 

or proprietary data could materially and adversely affect their reputation.”
49

   

Despite the call for greater disclosure, however, the Cybersecurity Guidance should not result 

in every company adding substantial information on its cyber-deterrence.
50

 First the 

Cybersecurity Guidance specifically recognizes that the disclosure should not be drafted in a 

manner that makes it a tool for greater risk or vulnerability. Secondly, the nature of the review 

requires only that “[r]egistrants should disclose the risk of cyber incidents if these issues are 

among the most significant factors that make an investment in the company speculative or 

risky.”
51

 Some companies are providing disclosure statements that broadly disclose risk 

“involving the storage and transmission of customers’ personal information,” acknowledging 

that “a successful attack could result in its reputation being damaged, potential lost business, and 

fines due to non-compliance with privacy laws.”
52

 Such broad statements, however, provide little 

guidance to the investors of the companies making such statements. 

As with the evaluation for attorneys on the reasonableness of their security efforts, the 

determination of what constitutes a significant risk is fact and context specific. Nonetheless, such 

a review should take into account the “prior cyber incidents and the severity and frequency of 

those incidents” along with the “magnitude of those risks, including the potential costs and other 

consequences resulting from misappropriation of assets or sensitive information, corruption of 

data or operational disruption.”
53

 

                                                 
47

 Id. See also Basic Inc. v. Levinson, 485 U.S. 224 (1988); TSC Industries, Inc. v. Northway, Inc., 426 U.S. 

438 (1976) (“Information is considered material if there is a substantial likelihood that a reasonable investor would 

consider it important in making an investment decision or if the information would significantly alter the total mix 

of information made available.” Quoting the guidance at note 2). 
48

 Cybersecurity Guidance, supra, note 10 at 1. 
49

 Robert Kalb, Disclosures 2012: level of cyber-security risk disclosures varies after new SEC guidance, 

REUTERS FINANCIAL REG. FORUM, Apr. 6, 2012 at http://blogs.reuters.com/financial-regulatory-

forum/2012/04/06/disclosures-2012-level-of-cyber-security-risk-disclosures-varies-after-new-sec-guidance/. 
50

 Indeed, in many instances companies have responded to the new guidance by merely repackaging the risk 

disclosures they had made in previous years, sometimes doing so little as to add the term “cyber system attacks or 

“cybersecurity” to the heading of the particular disclosure. 
51

 Cybersecurity Guidance, supra, note 10 at Risk Factors. 
52

 Kalb, supra note 49 (discussing Chicos FAS, Inc. and other stores). 
53

 Id. 
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The two lists are quite complementary. Law firms, like their clients, should evaluate these 

factors on an ongoing basis for both the risk of disclosure and the intensity of effort to avoid 

successful cyber-attacks. 

The duty of the publicly traded company, however, is fundamentally different than the duty 

of the law firm when it comes to responding to the potential risk of a significant attack. While 

the law firm has a duty to mitigate the harm and communicate with its clients, the publicly traded 

corporation has a duty of full and public disclosure.  

Consistent with the Regulation S-K Item 503(c) requirements for risk factor 

disclosures generally, cybersecurity risk disclosure provided must adequately 

describe the nature of the material risks and specify how each risk affects the 

registrant. Registrants should not present risks that could apply to any issuer or 

any offering and should avoid generic risk factor disclosure. Depending on the 

registrant’s particular facts and circumstances, and to the extent material, 

appropriate disclosures may include:  

 Discussion of aspects of the registrant’s business or operations that give 

rise to material cybersecurity risks and the potential costs and 

consequences;  

 To the extent the registrant outsources functions that have material 

cybersecurity risks, description of those functions and how the registrant 

addresses those risks;  

 Description of cyber incidents experienced by the registrant that are 

individually, or in the aggregate, material, including a description of the 

costs and other consequences;  

 Risks related to cyber incidents that may remain undetected for an 

extended period; and  

 Description of relevant insurance coverage.
54

  

The list of disclosures requires a detailed explanation of a past attack or an ongoing 

vulnerability, which typically includes a description of the related costs, consequences and 

mitigation. A generic statement will not suffice. The publicly traded company has not fulfilled its 

duty by reciting that it has valuable trade secrets and data, which if compromised would be 

harmful to the operations and revenue of the company. While tempting, such a vague statement 

would not provide information that would make a reasonable investor more or less likely to 

invest. The Cybersecurity Guidance specifically admonishes to “provide disclosure tailored to 

their particular circumstances and avoid generic “boilerplate” disclosure….”
55

 

Helpful disclosure should let investors understand the extent to which their companies are 

effectively planning for the risks associated with cyber-attacks. Even more importantly, the 

disclosure should provide timely and accurate information about attacks and compromises that 

have occurred that would result in material changes to the economic status of the company or 

those that would affect the share price of the company stock. Senate Commerce Chairman Jay 

Rockefeller (D-W.Va.), stated his hope for changing the approach of public companies at the 

                                                 
54

 Id. (internal citation omitted). 
55

 Id.  
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time the Cybersecurity Guidance was released. Rockefeller said, “[t]his guidance fundamentally 

changes the way companies will address cybersecurity in the 21st century…. This guidance 

changes everything. It will allow the market to evaluate companies in part based on their ability 

to keep their networks secure."
56

 

 If Senator Rockefeller is to be correct, then the disclosure should put additional pressure on 

the companies to address the cybersecurity risks they face and allow the companies to 

collaborate more effectively because they can operate more transparently.
57

 Concerted efforts 

and open recognition of the cybersecurity issue will bring greater awareness, increased resources, 

and hopefully enhance diligence of reporting companies.  

The particular type of risk will determine how it should be disclosed.   

Registrants should address cybersecurity risks and cyber incidents in their 

[Management’s Discussion and Analysis of Financial Condition and Results of 

Operations] if the costs or other consequences associated with one or more known 

incidents or the risk of potential incidents represent a material event, trend, or 

uncertainty that is reasonably likely to have a material effect on the registrant’s 

results of operations, liquidity, or financial condition or would cause reported 

financial information not to be necessarily indicative of future operating results or 

financial condition.
58

 

In addition, if a company is facing ongoing attacks that change a company’s operations, it 

may address those issues in the description of business. Costs for anticipating cyber-attacks and 

costs of addressing any compromises will be part of the financial statement disclosure if 

material. The company may also face legal proceedings triggered by the cyber-attacks, such as 

litigation or other costs related to the disclosure of customer or other protected information.
59

 

Part III –  The Ethical Lawyer’s Digital Presence  

The ubiquity of the Internet has also required that lawyers engage their clients where the 

clients expect to get services, namely in the online environment.
60

 As the Commission noted, 

“[l]egal advice and information about legal services are increasingly communicated through 

electronic media – including e-mail, texts, podcasts, blogs, tweets, and websites – reaching easily 

across jurisdictional lines, both domestically and globally.”
61

 “The continued push toward the 

                                                 
56

 Gautham Nagesh, Sen. Rockefeller calls SEC cybersecurity guidance a game-changer, THE HILL, HILLICON 

VALLEY, Oct. 17, 2011 02:11 PM ET at http://thehill.com/blogs/hillicon-valley/technology/187957-rockefeller-

calls-sec-cybersecurity-guidance-a-gamechanger (quoting Sen. Rockefeller press statement). 
57

 Fernando M. Pinguelo, Wayne Lee & Bradford W. Muller, Virtual Crimes, Real Damages Part II: What 

Businesses Can Do Today to Protect Themselves from Cybercrime, and What Public-Private Partnerships are 

Attempting to Achieve for the Nation of Tomorrow, 17 VA. J.L. & TECH. 75, 79 (2012) (“a single company's attempt 

at creating a "security culture" within its ranks is not enough to solve the cybercrime problem on a macro-scale. 

However, for that particular company, following the sage advice of an industry professional … can be the difference 

between its survival and demise. “) 
58

 Cybersecurity Guidance, supra note 10 at Risk Factors. 
59

 Id. 
60

 STEPHANIE L. KIMBRO, VIRTUAL LAW PRACTICE 1 (2010). 
61

 Ethics 20/20 Comm’n, Summary of Actions by the ABA Commission on Ethics 20/20 1 Dec. 28, 2011, 

available at 

http://www.americanbar.org/groups/professional_responsibility/aba_commission_on_ethics_20_20.html. 
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delivery of legal services online affects the legal profession across the board, from solos to large 

law firms, and affects our clients’ expectations.”
62

 The question is no longer whether to engage 

in online communications, but rather how to do so in a manner that addresses the ethical 

considerations of the profession. 

The starting point has not changed. MRPC Rule 7.1 requires truthfulness and accuracy about 

the lawyer and the lawyer’s services.
63

 This extends to all communication and necessarily 

includes electronic and online communications.
64

  As such, “the Commission concluded that 

there is no need to develop new or different restrictions with regard to those communications.”
65

 

This affirmative duty has some unique consequences, however, in the social media and 

public space. For example, a lawyer should refrain from overstating the nature of the lawyer’s 

practice or presence. While this duty is not new, online tools can easily create an illusion of a 

national or global presence when in reality a firm has only a limited reach. Similarly, content on 

a lawyer’s website or blog could lead to confusion if the distribution of the material misstated or 

falsely implied that non-attorney content had been prepared by an attorney within the firm.
66

 

There is nothing misleading about a lawyer blog, but there could be a material omission if the 

blog were identified with a particular attorney or firm when in fact the content was being drafted 

by another person. Simple attribution would generally resolve this issue. 

MRPC Rule 7.2 (Advertising) 

The Commission has also left unchanged the text of MRPC Rule 7.2
67

 regulating advertising, 

but has made certain recommended changes to the comments to make clear the effect of new 

practices on attorney advertising. The existing language includes “electronic communication” 

which was originally intended for radio and television, but which serves well for Internet and 

mobile technologies without modification. 

The language in Comment [3] has been updated to make the use of the Internet as more 

comparable to television but these changes do not affect any advertising practice.
68

 The critical 

changes have occurred in Comment [5] and try to address the myriad of ways social media can 

now be used to market and promote legal services.
69

 The Commission found “considerable 

                                                 
62

 Id. 
63

 MODEL RULES OF PROF'L CONDUCT R. Rule 7.1: Communications Concerning a Lawyer’s Services (“A 

lawyer shall not make a false or misleading communication about the lawyer or the lawyer's services. A 

communication is false or misleading if it contains a material misrepresentation of fact or law, or omits a fact 

necessary to make the statement considered as a whole not materially misleading.”) 
64

 ABA Commission on Ethics 20/20 Revised Draft Resolutions for Comment –Technology and Client 

Development, 11 February 21, 2012 (Accompanying Report at 1) (“the Commission concluded that Rule 7.1’s 

prohibition against false and misleading communications is readily applicable to online advertising and other forms 

of electronic communications that are used to attract new clients.”). 
65

 Id. 
66

 See Finis Price, Ghostwriting in Legal Blogs, TECHNOESQ, Jan. 11, 2012 at http://www.technoesq.com/social-

networking/2012/01/11/ghostwriting-legal-blogs/; Kevin O’Keefe, Are ghostwritten lawyer blogs unethical?, REAL 

LAWYERS HAVE BLOGS, Jan. 10, 2012 at http://kevin.lexblog.com/2012/01/10/are-ghostwritten-lawyer-blogs-

unethical/. 
67

 MODEL RULES OF PROF'L CONDUCT R. Rule 7.2 (a) (“Subject to the requirements of Rules 7.1 and 7.3, a 

lawyer may advertise services through written, recorded or electronic communication, including public media.”) 
68

 See COMM’N CONFIDENTIALITY RECOMMENDATION, supra note 4 at 5. 
69

 Id. at 6. 
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confusion” regarding the use of recommendations made on behalf of lawyers as well as on the 

ways in which lawyers can pay for lead generation through Groupon or other services. 

Even before the ABA proposed its regulations, the FTC took steps to clarify the rules 

regarding paid recommendations. The FTC amended and updated its Guides Concerning the Use 

of Endorsements and Testimonials in Advertising in 2009 to reflect the importance of online 

recommendations and testimonials and the potential for public confusion and fraud.
70

 Reflecting 

yet another example of the lawyer’s duty to keep abreast of the changes in law and technology, 

the FTC guidelines created a limit on what lawyers and others could do with paid endorsements. 

The FTC guidelines reach endorsements and testimonials in advertising, including “any 

product, service, company or industry,” which will certainly extend to legal services.
71

 The 

guidelines require “the honest opinions, findings, beliefs, or experience of the endorser.”
72

 

Unlike the Commission proposal, however, the FTC does not prohibit paid endorsements as 

recommended, but instead prohibits false commercial speech by declaring that “an endorsement 

may not convey any express or implied representation that would be deceptive if made directly 

by the advertiser.”
73

 

The Commission has taken a different approach, prohibiting the payment of for a 

recommendation, at least if the recommendation “endorses or vouches for a lawyer’s credentials, 

abilities, competence, character, or other professional qualities.”
74

 This eliminates the ambiguous 

phrase “channeling professional work” with a focus on recommending the lawyer’s professional 

qualities.
75

 The Commission uses the following example to highlight the existing confusion: 

For example, one firm recently distributed free t-shirts containing the law 

firm’s name; the firm then offered a chance to win a prize to everyone who posted 

a photo of themselves on Facebook that showed them wearing the firm’s t-shirt. 

                                                 
70

 FTC Endorsement Guidelines, 74 Fed. Reg. 53,124, 53,125 (Oct. 15, 2009). 
71

 Id. 
72

 16 C.F.R. §255.1(a) (2011). 
73

 16 C.F.R. §255.1(b) (2011). 
74

 ABA Commission on Ethics 20/20 Revised Draft Resolutions for Comment –Technology and Client 

Development, supra note 64 at 5-6. 

[5] Lawyers are not permitted to pay others for channeling professional work 

recommending the lawyer’s services. A communication contains a recommendation if it endorses 

or vouches for a lawyer’s credentials, abilities, competence, character, or other professional 

qualities. Paragraph (b)(1), however, allows a lawyer to pay for advertising and communications 

permitted by this Rule, including the costs of print directory listings, on-line directory listings, 

newspaper ads, television and radio airtime, domain-name registrations, sponsorship fees, banner 

ads, Internet-based advertisements, and group advertising. A lawyer may compensate employees, 

agents and vendors who are engaged to provide marketing or client development services, such as 

publicists, public-relations personnel, business-development staff and website designers. 

Moreover, a lawyer may pay others for generating client leads, such as Internet-based client leads, 

as long as the lead generator affirmatively states that it does not recommend the lawyer, any 

payment to the lead generator is consistent with Rules 1.5(e) (division of fees) and 5.4 

(professional independence of the lawyer), and the lead generator’s communications are consistent 

with Rule 7.1 (communications concerning a lawyer’s services). To comply with Rule 7.1, the 

lawyer must ensure that the lead generator discloses that the lawyer has paid a fee in exchange for 

the lead and that the lead generator does not state or imply that it has analyzed a person’s legal 

problems when determining which lawyer should receive the referral. … 
75

 Id. 



ETHICS IN INFORMATICS,  MAY 4, 2012   

   

 

Page 16 of 19 

 

The firm arguably gave people something “of value” (the shirt and the 

opportunity to win a prize) for “recommending the lawyer’s services” and thus 

might be viewed as running afoul of the existing version of Rule 7.2.
76

 

… 

For example, the “free t-shirt” promotion mentioned above would likely be 

permissible because the individuals wearing the t-shirts could not reasonably be 

understood as a “recommendation” (i.e., it is not reasonably understood as an 

endorsement of the law firm’s credentials, abilities, or qualities).
77

 

The Commission’s example and opinion suggests some new parameters. Spreading a law 

firm name by sponsoring t-shirt is not an endorsement, whether the shirts are worn by little 

league baseball players, law students or by recipients of the free shirts in an online give-away. 

Links to law firm websites, even if paid, are unlikely to constitute a recommendation without 

express statements or contextual materials that imply an endorsement. At the same time, 

however, it seems that a “like” on Facebook is a comment on the person, page or comment. If a 

lawyer purchases a like which thereby implies an endorsement of the legal services (as opposed 

to a charitable donation made by the firm and noted on the web page), then it could be in 

violation of proposed MRPC Rule 7.2 Comment [5]. While this question seems too technology 

specific, Facebook’s popularity suggests that an express answer should have been provided. 

The FTC Endorsement Guidelines provide a helpful additional limitation. Even if it is not an 

endorsement of the law firm’s credentials, abilities, or qualities, the law firm must still disclose 

whenever it pays for an endorsement. In the t-shirt example, the firm should make clear that it 

provided the t-shirts for the purposes of the photo-campaign and prize competition.  And in every 

case, the endorsement cannot be false or misleading. Thus, when read in light of the FTC 

Endorsement Guidelines, the duties of the lawyer engaged with online marketing become clearer 

and easier to follow. 

The Commission’s proposed revision to MRPC Rule 7.2 was more heavily focused on the 

changes triggered by services “such as those provided by Legal Match, Total Attorneys, 

Groupon, and Martindale-Hubbell’s Lawyers.com”
78

 because the Commission found they fit 

uncomfortably between traditional advertising and the prohibited commercial recommendations. 

The Commission noted that they “do not fit neatly into existing categories.”
79

 Although the 

particular models vary, lawyers often pay these companies a fee for each client lead that the 

company generates.”
80

  Whereas pay “for channeling professional work” would have been 

prohibited under the prior rules, lead generation services need not be written to endorse an 

attorney’s qualities and therefore not be prohibited. 

The revised comments, therefore, permit pay-per-lead services. Subject to the continuing 

limitations on division of fees
81

 and professional independence,
82

 “payment for lead generation 

services, such as a “pay-per-click” and “pay-per-lead” services, are permissible” provided they 

                                                 
76

 Id. at 14 (Report 4). 
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 Id. at 15 (Report 5). 
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 Id. at 14 (Report 4). 
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 MODEL RULES OF PROF'L CONDUCT R. Rule 1.5 (e). 
82

 MODEL RULES OF PROF'L CONDUCT R. Rule 5.4. 
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do not constitute a recommendation.
83

 In many cases, the lead generation content is substantially 

like traditional print or television ads delivered, only it is delivered through an email link, banner 

ad or website. The payment structure used for hosting these ads should not create an inference of 

endorsement by the advertiser or the site on which it appears. 

MRPC Rule 7.3 (Direct Contact with Prospective Clients)  

The Commission has recommended MRPC Rule 7.3 be modified to make more explicit the 

difference between a solicitation and other forms of communication. The Commission has 

recommended a new comment be added to make this clarification: 

[1] A solicitation is a targeted communication initiated by the lawyer that is 

directed to a specific person and that offers to provide, or can reasonably be 

understood as offering to provide, legal services. In contrast, a lawyer’s 

communication typically does not constitute a solicitation if it is directed to the 

general public, such as through a billboard, an Internet banner advertisement, a 

website or a television commercial, or if it is in response to a request for 

information or is automatically generated in response to Internet searches.
84

 

To be a solicitation, a communication needs to be targeted to an individual and a reasonable 

person can read the statement as an offer of legal services. A communication to the general 

public is not a solicitation. The definition creates two categories: the individual and the public. It 

unfortunately does not address the core of social media organization, namely the friends, 

associates, or circles.  

If an attorney were to announce on a LinkedIn or Facebook page that “work has been a bit 

slow this week, so I’m providing a 20% discount on all work conducted this week,” that would 

appropriately be considered a general communication and not subject to any solicitation rules.  

Of course, the lawyer could assert that the people viewing the LinkedIn or Facebook page had a 

pre-existing relationship limiting the scope of MRPC Rule 7.3.
85

 Assuming, however, that the 

pages are either open to the public or that the attorney linked to people beyond the scope of 

MRPC Rule 7.3(a), the question becomes whether the statement is a solicitation. 

In the example, the statement has no relation to any particular legal need of the recipient and 

a reasonable person would not expect that the attorney should have been aware of information to 

the recipients that would give rise to a specific legal relationship. Instead, however, if the group 

were organized around a particular topic – such as a topic that could bring together class action 

plaintiffs – then the statement could have another effect. For example, if the online group were 

for parents of children suffering from cancer in a particular community, then a statement offering 

services to that contained group could be interpreted by each member of the group as involving 

both the discount and a solicitation offer legal services to redress claims related to the cancer. 

Although the communication was not targeted to an individual, the use of a small online 
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85
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community could certainly run afoul of the general solicitation prohibitions. As another of the 

comments notes, “even permitted forms of solicitation can be abused.”
86

  

The revised rule and comments, however, do not address the distinction between the small, 

self-defined group and the general public. Nonetheless, were a lawyer to abuse his or her access 

to such a group with unwanted personal solicitation, ethics boards will be likely to treat small 

groups as individuals for purposes of discipline. In this way, the purpose of protecting the public 

from predatory direct solicitation can be upheld, while generally promoting advertising and 

access to legal services. 

MRPC Rule 1.18 Duties to Prospective Client 

The Commission also codified an ethics opinion regarding the conditions upon which a 

person can become a prospective client.
87

 The Commission’s recommended change to the black 

letter of MRPC Rule 1.18 makes clear that a “prospective client” is a person who has “a 

reasonable expectation that the lawyer is willing to consider forming a client-lawyer 

relationship.”
88

 Given the myriad ways in which an individual can contact an attorney, this 

language is quite helpful to limit the universe of duties to the public. The Commission’s 

recommendation for Comment [2] further adds the limitation that “a person who communicates 

with a lawyer for the purpose of disqualifying the lawyer is not a ‘prospective client.’”
89

 

In addition to making the standard for what constitutes a prospective client more explicit, 

Comment [3] identifies the various facts and circumstances that would frame the reasonable 

expectations of the parties. 

[3] A person becomes a prospective client when that person communicates 

with a lawyer under circumstances where the person has a reasonable expectation 

that the lawyer is willing to consider forming a client-lawyer relationship. The 

reasonableness of the person’s expectations may depend on a number of factors, 

including whether the lawyer encouraged or solicited inquiries about a proposed 

representation; whether the lawyer previously represented or declined to represent 

the person; whether the person, prior to communicating with the lawyer, 

encountered any warnings or cautionary statements that were intended to limit, 

condition, waive or disclaim the lawyer’s obligations; whether those warnings or 

cautionary statements were clear and reasonably understandable; and whether the 

lawyer acted or communicated in a manner that was contrary to the warnings or 

cautionary statements. For example, if a lawyer’s website encourages a website 

visitor to submit a personal inquiry about a proposed representation and the 

website fails to include any cautionary language, the person submitting the 

information could become a prospective client. In contrast, if a lawyer’s website 

does not expressly encourage or solicit inquiries about a proposed representation 

and merely offers general information about legal topics or information about the 

lawyer or the lawyer’s firm, such as the lawyer’s contact information, experience, 

and areas of practice, this information alone is typically insufficient to create a 

                                                 
86
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reasonable expectation that the lawyer is willing to consider forming a client-

lawyer relationship.
90

 

Some of the facts relate to the prior relationship between the parties, but many of the facts 

and circumstances reflect upon the environment in which the communication takes place, the 

disclaimers used by the attorney, and the nature of the surrounding communications all shape the 

reasonableness of creating an attorney-client relationship. 

As technologies continue to evolve, the guidance provided by this comment will prove 

essential to a lawyer. Many communications begin with emails sent to a lawyer or information 

posted to the lawyer through a law firm website, but other information can be posted to the 

lawyer’s Facebook wall, in a small LinkedIn group or via tweets. A lawyer actively using social 

media may have significantly less control over what is received than was even available through 

email.   

The guidance provided by the comments must be flexible enough to address technologies 

being adopted today as well as those not yet released. By providing a range of factors to 

consider, the comments provide somewhat less guidance, but this is more than compensated by 

the technologically-neutral approach they set forth. 

Conclusion 

The rapid development of technology has affected every facet of legal practice. Lawyers 

have recognized this and the profession has worked diligently to keep itself apprised on the 

changes to law and technology within each area of practice. With the Commission’s efforts on 

the Ethics 20/20 recommendations, however, the modifications to the MRPC highlight the 

changes affecting not just our clients but ourselves. 

The primary change is the codification in MRPC Rule 1.6(c) of the duty of lawyers to 

recognize the impact of technology on law and its practice. Equally important, however, is the 

clarification of the rules to the communications and solicitation of potential clients, the 

establishment of an attorney-client relationship, the duties to those clients, and the duties created 

by regulations and guidance from agencies such as the SEC and FTC. 

Taken together, these pervasive changes are demanding new awareness and sensitivity of 

lawyers to the technological environment in which law is practiced. At the same time, however, 

the core attributes of effective lawyering and the fundamental duties to one’s client remain 

unchanged. In a time of transition, perhaps the most important influences are those things that 

have not changed. In this regard, the Commission’s work remains equally important in 

identifying the myriad of rules that merely codify rather than change the practice rules. Whether 

through revisions or codifications, the Commission’s efforts will mark an important step in the 

ongoing development of the legal profession and its readiness for the technological innovation 

reshaping the practice of law. 
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